Internet Safety
Objectives
After completing this class you will be able to:
• Create strong passwords
• Identify spam and phishing schemes
• Define malware and other risks
• List basic tips to staying safe while online
Introduction
With the internet answers to just about any question can be found in seconds. While the internet offers
many conveniences for modern life, it can also present certain risks that you should be aware of. While
the internet is a great tool for things like keeping in touch with old friends and shopping online, it is also
a popular tool for cybercriminals and identity thieves. In this class, we’ll review the common risks
presented by the internet and show you some techniques you can employ to avoid the danger.

Secure Connections
Certain websites like online stores and banking sites may ask you to enter sensitive information. On
these types of sites, it is important to make sure your connection is secure. To see if a connection is
secure, look for a lock symbol in the address bar before the web address.

The lock symbol indicates that the website uses an HTTPS connection, making it safe to enter personal
information. Not every website will have this type of connection. A secure connection is not required for
every website. But make sure that if you are going to enter any sensitive personal information, that the
website has an HTTPS connection.
Domain Names
When browsing for websites online, double-check the domain name to make sure a site is legitimate.
Like phishing email links, a malicious site may have a similar name to trick visitors into thinking they are
on the right page. To protect yourself, stop and look at the domain name in the address bar. Most
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browsers like Chrome, Firefox, and Internet Explorer will make the website domain more visible by
making it black, while the rest of the website address is in gray. This is just one feature that helps you
stay safe.

Also if you try to access a website that the browser thinks contains malware or malicious content, you
will likely get a message one shown below. It will vary depending on the type of threat and the browser
you are using.

Malware
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Malware includes any malicious software that could infect a computer. You have likely heard of
computer viruses, but malware can also include spyware, adware, Trojans, and worms. Clicking on the
wrong link in a suspicious email could download a virus or malware to your computer. For example, the
image below shows an adware popup that appeared when the visitor was looking something up on
Wikipedia.

You can help prevent malware attacks on your computer by learning safe browsing habits and taking
steps to secure your computer. We have already reviewed how to identify a suspicious or spam email,
but there are other steps you can take, like such as installing an anti-malware software or antivirus
program on your computer. A few reputable programs include:
Malwarebytes: https://www.malwarebytes.com/
Bitdefender: https://www.bitdefender.com/
Norton: https://www.norton.com
Internet Browser Security
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While browsing the internet you may accidentally download malware or run across fraudulent websites
without really knowing it. Fortunately, your browser has some built in features to protect you from
these threats. Knowing how to use them to your advantage is important.
Stored Passwords
The average person has several passwords. It can be difficult to remember them all, so internet
browsers have a feature that offers to remember your password for you.
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Once remembered, the password field will automatically populate when you visit the sign in page for
that particular site. This may be convenient on your home computer, but do not allow the browser to
remember your password when you are using a public computer or one that is not your own. Also, when
using a public computer, remember to sign out of the website you are using.

Of course, keeping your browser software up to date is a good way to stay protected. Most browsers
will notify you when an update is available, but you can also check for updates in the browser’s settings
menu.
In Chrome:
1. Click the Menu button
2. Select “Settings”
3. Click “About”
In Firefox:
1.
2.
3.
4.

Click the Menu button
Click “Options”
Click “Advanced”
Click “Update”

Internet Explorer:
1. Click the gear-wheel icon
2. Click "About Internet Explorer"
3. Click "Install new versions automatically"
Passwords
Creating a safe password is really about finding a balance between something that you can remember
and something that would be very difficult for others to guess. For even more security, avoid using the
same password for all your online accounts.
Tips for creating a strong password:
• The longer, the better. It should be at least 6 characters
• Include a mix of uppercase and lowercase letters
• Include numbers and symbols (ex: !@#$)
• Try a password generator like https://strongpasswordgenerator.com/
Examples of poor passwords to avoid:
• Your name
• Your birthday
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•
•
•

Your email address
Password123
Your child or pet’s name

Keeping track of all your passwords can be a daunting task. One option for keeping track of them is a
type of software called a password vault or manager. This program stores all of your passwords in one
place where you can easily retrieve them. Programs are available for computers and mobile devices.

Spam & Phishing
If you have an email address, you’ve probably dealt with spam or junk mail. While spam can simply be
an inconvenience by filling up your inbox, it can also be a gateway for phishing scams and viruses. For
this reason, you need to be careful of what you open and click on in your email account.
Spam or Junk Mail is just like the junk mail you receive in a physical postal mailbox, consisting of
unsolicited advertisements, mass mailings, and the like. Most email providers will place suspected spam
in a specific folder in your Inbox.

Phishing scams are designed to trick you into giving out sensitive or confidential information. Emails
from phishing scams might appear to be from trusted source, such as a bank, and will typically ask you
to enter personal information such as a birthdate, password, or credit card number. While phishing
message can appear convincing at a first glance, there are a number of details you can look for to spot a
phishing scam.
While this email may look official on the surface, taking a closer look will reveal that it is a phishing
email.
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A
B
C

D
E

A: Check the sender’s email address. Scammers may use an email address that appears close to
the real company’s one. Rather than being from bankofamerica.com this email address comes
from bankfoameric.com.
B: Look for a subject line that appears urgent. This is one way the scammers try to draw people
in.
C: Don’t be fooled by official looking logos. Scammers can use a copy of any logo.
D: Don’t click on any links. While this appears to be a link to the official site, it may actually link
to another website.
E: Look for threats within the email that create a sense of urgency. Scammers will often suggest
that failure to respond immediately will result in consequences such as having your account
frozen.
Other email scams exist as well. In some instances, a scammer might present themselves as a person
you know in real-life and ask for money. Or a scam may promise to send you money if you provide a
small amount upfront. Never send someone money in response to an email request. Also, you should
not download attachments from suspicious emails. An attachment could contain a virus or malware that
could infect your computer and steal confidential information.
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Social Media
There are several important safety issues to keep in mind when you are using social media sites such as
Facebook or Snap Chat.
1. The internet is forever
Once you put something on the internet, whether it is text, picture, or video, you can never be sure
what will happen to it. While you may be able to delete a post off of your Facebook page, you can never
be certain that someone else hasn’t copied it, reposted it somewhere else, or saved it.
While you may want to show your friends a picture of yourself being silly at a party, think about the
effect that picture might have if you are applying for a job, and the person interviewing you saw it. Once
you put something on the internet it can be very difficult to get rid of all trace of it.
2. The internet is not private
There are certain websites and blogs, such as Facebook, that allow you to adjust privacy settings (you
can learn more about Facebook privacy settings in our Facebook class) but services like Facebook can
change their privacy features at any time. Before you post anything personal on the internet, like your
name, address, phone number, or even pictures of children, think about who might be able to see them.
If you can share that information through a phone call, an email, or a private message, that is a better
idea.
Don’t forget, NEVER post information such as your social security number, credit card, or bank account
information on social media.
3. People on the internet may not be who you think.
It can be easy to feel like you have gotten to know
someone well over the internet. It can be a very easy
and comfortable way to talk to people, and you can
feel like you have gotten to know them well. Some
people even fall in love with people they have met
over the internet.
It is important to keep in mind though that the
internet is anonymous. If you are becoming friends
with someone you’ve never met it can be tempting
to tell them small lies, about things like your age or
your appearance. Some people use the anonymity of
the internet to tell bigger lies, or even to take advantage of people.
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How to stay safe?
Here are some basic things you can do to ensure your safety when interacting with people over the
internet:
1. Do not ever give your credit card number, bank information, or social security number to
someone through email or social media.
• Any legitimate retailer will use a service such as PayPal, or a recognized commerce
website such Amazon.com, or eBay.com.
• If your friends or family are contacting you about money over the internet, call them
on the phone to make sure their email and social media has not been compromised!
• If a friend is asking you for money, but you don’t have their phone number, and
have never met them in person, they may not be a real friend! Ask if there is
something else you can do to help, like contacting their local police or another social
service in their area.
2. If you meet someone new through the internet, whether it’s a friend, a potential date, or even a
person you are going to buy something from, do not give them your home or work address,
even if you are sure they are trustworthy.
• Offer to meet them in a public place where you are comfortable, such as a
restaurant, a coffee shop, or a crowded park.
• If you are going to meet someone you have met on the internet, make sure a
friend, family member, or coworker knows where you are going, and when you
plan to be back. If you change your plans, let them know.
3. Do not post anything on the internet that you would not post in your local newspaper.
• Before you post anything on the internet think about how you feel if your
mother, your boss, or your grandchildren saw it. Because they might!
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